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PURPLESOC

Subscription-based SOCaa$ for organizations
needing enterprise-grade security operations
without building a SOC in-house.

24/7 Monitoring 15 Min. MTTD ISO 27001/PCI-DSS | Zero upfront cost

What is PurpleSO0C?

PurpleSOC is PurpleGuard's fully managed Security Operations Centre, delivered as a monthly
subscription. We combine SIEM, UEBA, threat intelligence, and 24/7 analyst coverage into one

service so your organization gets expert-level detection and response without the cost of
building an internal SOC.

Continuous Improvement Loop
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Technology People Process
Logsign | Wazuh | Elastic, 24x7 SOC Analysts Detection | Triage | Response

PurpleSentry | EDR Threat Hunters | IR Specialists IR Playbooks | Reporting

Deployment Models

Managed SOC Co-Managed SOC Self-Managed

Platform hosting PurpleGuard Customer Customer
SOC operations PurpleGuard PurpleGuard Customer
24/7 monitoring PurpleGuard PurpleGuard Customer
Data sovereignty Off premises Full - on-site Full

Infrastructure

None required

Server required

Server required

Best for No internal IT infra

Regulated sectors

Internal SOC team
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PURPLESOC Managed SOC | SIEM | Incident Response
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What’'s included?

+ SIEM - log collection, correlation and storage +Incident response / IR playbooks

+24/7 SOC analyst coverage + Monthly executive report

+ 500+ detection rules mapped to MITRE ATT&CK +1S0 27001/ PCI-DSS evidence packs

+ UEBA - user and entity behavior analytics + Dark web alert integration (PurpleSentry)

+ Threat intelligence enrichment (commercial + OSINT) + Escalation to PurpleVAPT on confirmed findings

Optional Add-on

Extend your visibility beyond the internal environment. PurpleSentry continuously scans the
internet for threats targeting your organization before they reach your perimeter.

Continuous monitoring of dark web forums, paste sites, and
marketplaces for leaked credentials, exposed data, or
mentions of your organization

+ Dark Web
Monitoring

Detection of typosquat domains, fake social media profiles,

+ Brand Protection
and phishing pages impersonating your brand

Continuous discovery and risk scoring of internet-exposed
assets, open ports, and misconfigured services across your
digital footprint

+ External Attack
Surface

Threat intelligence monitoring on key third-party vendors —
+ Supply Chain Risk alerts on breaches or exposures that may affect your
organization

PURPLESENTRY

PurpleSentry has a native, pre-built integration with
PurpleSOC Incidents, loCs, and audit logs push directly into

+SOC Integration PurpleSOC — external and internal threats correlated in one

N o Powered by SOCRadar. Available as a
analyst console SOCRadar  ronny subwepion saconoany
Datasheet | PurpleSOC PURPLE

< hello@purpleguard.io .

o Smarter Security.
(J;? purpleguard.io Stronger Defense.
(© +971585159666 © PurpleGuard | 2026



PURPLESOC Managed SOC | SIEM | Incident Response
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Service level commitment

Severity | metric Alert triage SLA Client escalation SLA

Critical (P1) 15 minutes 30 minutes
High (P2) 1 hour 2 hours
Medium (P3) 4 hours 8 hours
Low (P4) Next business day Next business day
Platform uptime 99.50% -
Monitoring coverage 24171365 -

Compliance Framework Coverage

SOC activity ISO 27001 NCAECC NTRA (EG) PCI-DSS
24/7 security event monitoring Yes Yes Yes Yes
Log collection and retention Yes Yes Yes Yes
Incident detection and response Yes Yes Yes Yes
UEBA - user and entity behavior Yes Yes Yes -
Privileged access monitoring Yes Yes Yes Yes
Compliance evidence packs Yes Yes Yes Yes

Per LDS (Log Data Source). No annual contract. No upfront payment. Volume discounts apply.

Indicative PriCing Contact us for a scoped quote.

Deployment model Annual (per LDS) Monthly (per LDS) Setup (one-time)
Managed SOC From $360/LDS From $36/LDS From $40/LDS
Co-Managed SOC From $325/LDS From $32.50/LDS From $40/LDS
Self-Managed Platform From $288/LDS From $28.80/LDS From $40/LDS

Wazuh anxd Elastic pricing available on request. 50 Windows workstations = 1 LDS.

Request a free 30-minute threat exposure review. We will send

you an indicative quote within 24 hours or calculate it yourselt



https://calendly.com/mmowafy-purpleguard/30min
https://purpleguard.io/services/purple-x/purpleSOC/questionnaire
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